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The right to pri vacy is a fun da men tal value in all demo -
cratic so cie ties (1). Ar ti cle 12 of The Uni ver sal Dec la ra -

tion of Hu man Rights, adopted by the Gen eral As sem bly of
the United Na tions (2), and the Ca na dian and Que bec char ters 
of rights and free doms (3,4) all rec og nize the im por tance of
pre serv ing pri vacy in a free so ci ety.

Un for tu nately, the ba sic prin ci ples set out in these docu -
ments, al though gen er ally ac cepted, do not al ways pro vide
the de gree of pro tec tion that one might ex pect. The Ca na dian
Psy chi at ric As so cia tion (CPA) has be come in creas ingly
aware of po ten tially dan ger ous prac tices that threaten the
con fi den ti al ity of psy chi at ric rec ords. In re cent years, se ri ous
in cur sions have been made by gov ern ments, pow er ful com -
mer cial in ter ests, law en force ment agen cies, and the courts
on the rights of per sons to their pri vacy. On a so cie tal level,
the rela tive im por tance of in di vid ual ver sus col lec tive rights
is once again be ing brought into ques tion (5–11).

With the ar ri val of the digi tal age and the rela tive ease with
which huge da ta bases can be cre ated and ex changed, the risks 
to in di vid ual pri vacy have grown even more rap idly (12). In -
di vid ual health care in for ma tion, once en trusted only to one’s
phy si cians or close fam ily mem bers, has now be come rou -
tinely avail able to a much broader audi ence.

The Hip po cratic oath en joins phy si cians to re spect the pri -
vacy of pa tients un der their care, but stat utes now re quire
medi cal pro fes sion als to re port to regu la tory agen cies in -
stances of a whole range of dis eases, be hav iours, and risks.
Pro fes sional, ethi cal, and le gal safe guards, such as the re -
quire ment of in formed con sent, of fer in di vidu als only lim ited 

pro tec tion as the pen du lum swings in fa vour of com plete
dis clo sure.

Ex cep tions to the rule of con fi den ti al ity now in clude a grow -
ing va ri ety of situa tions that re quire not only the pro duc tion of 
rec ords but which im pose new re spon si bili ties, such as the
du ties to re port, warn, or pro tect. Gov ern ments, in sur ers, and
a range of pro fes sional as so cia tions all seek in creas ingly de -
tailed in for ma tion re gard ing the ac tivi ties of health care pro -
vid ers and their pa tients.

In 1998, the Ca na dian Medi cal As so cia tion (CMA) de vel -
oped a Health In for ma tion Pri vacy Code (13,14), which ar -
ticu lated “prin ci ples for pro tect ing the pri vacy of pa tients, the 
con fi den ti al ity and se cu rity of their health in for ma tion and
the in teg rity of the thera peu tic re la tion ship.”  This ex cel lent
docu ment pro poses clear guide lines for the ethi cal ex change
of health care in for ma tion.

The ade quate pro tec tion of pri vate in for ma tion re quires limi -
ta tions at all lev els—that is, to its col lec tion, use, ac cess, and
dis clo sure. In for ma tion should be col lected and used only for
spe cific, clearly de fined, and lim ited pur poses and re vealed
and dis semi nated only to those for whom it is in tended. The
re spect of these limi ta tions is par ticu larly im por tant in the
case of elec tronic data be cause the po ten tial for abuse is high
and be cause many in di vidu als are un aware of the im proper
uses to which such in for ma tion can be put.

The CPA en dorses the CMA Health In for ma tion Pri vacy
Code and wishes to stress the fol low ing con sid era tions as
they ap ply to our own par ticu lar type of prac tice:
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The Psy chia trist–Pa tient Re la tion ship

Con fi den ti al ity is a prime con di tion in ena bling the es tab lish -
ment of an ef fec tive thera peu tic re la tion ship. In no other
medi cal spe cialty is so much pri vate in for ma tion re quired for
es tab lish ing an ac cu rate di ag no sis and treat ment plan.

Breaches or po ten tial breaches of con fi den ti al ity in the con -
text of ther apy se ri ously jeop ard ize the qual ity of the in for -
ma tion com mu ni cated be tween pa tient and psy chia trist and
also com pro mise the mu tual trust and con fi dence nec es sary
for ef fec tive ther apy to oc cur.

Pa tients are able to re veal sen si tive or em bar rass ing in for ma -
tion about them selves be cause they un der stand that this in for -
ma tion will re main within the thera peu tic con text. When this
ba sic as sump tion is not re spected, the pa tient may feel hu -
mili ated and be trayed.

Pa tients who have suf fered trau matic life ex pe ri ences (such
as sex ual abuse or the in ap pro pri ate use of pa ren tal author ity)
have dif fi culty trust ing oth ers. Con se quently, the pro cess of
de vel op ing a se cure, sta ble thera peu tic re la tion ship is of ten
long and pains tak ing. Only within a situa tion of mu tual trust
and con fi dence can a pa ti ent’s re sis tance to be com ing vul ner -
able be gin to be over come. A break in this con fi dence, within
the thera peu tic frame, can be cata strophic. With out con fi den -
ti al ity there can be no trust; with out trust there can be no
ther apy.

The Psy chi at ric Re cord

Psy chi at ric rec ords con tain im por tant in for ma tion that con -
trib utes to es tab lish ing a di ag no sis and treat ment plan for pa -
tients suf fer ing from emo tional dis or ders (15). As a rule,
rec ords in clude not only his tori cal in for ma tion about the pa -
tient, but also his or her rec ol lec tions, fan ta sies, feel ings,
fears, and pre oc cu pa tions from the past as well as in the pres -
ent. As such, psy chi at ric rec ords dif fer from many other types 
of medi cal rec ords.

Psy cho ther apy notes may not be ver ba tim, sys tem atic, or all-
 inclusive. They tend to iden tify themes or de velop hy pothe -
ses; their con tent may be highly se lec tive or im pres sion istic.
Par ticu larly when notes are writ ten in the con text of cer tain
forms of psy cho dy namic ther apy, the thera pist may in clude
specu la tion and anal ogy as well as veri fi able, fac tual data.
What is re corded is usu ally de ter mined solely by the exi gen -
cies of di ag no sis and treat ment.

In psy cho ther apy, the thera pist at tempts to meet the pa tient at
some point in his or her sub jec tive ex pe ri ence of the world.
Psy cho ther apy as a pro cess at tempts to ad dress sub jec tive as
well as ob jec tive re al ity and may not dis crimi nate be tween
his tori cal fact and fan tasy; it strives to be open and non-
 judgemental. These fac tors in flu ence both the con tent and

struc ture of psy chi at ric rec ords and limit their use ful ness
within other con texts.

More spe cifi cally, psy chi at ric rec ords are not de signed to
pro vide a ba sis for ethi cal, moral, or le gal judge ments nor to
evalu ate com mer cial or civil risk. Fo ren sic or in sur ance
evalua tions are car ried out and re corded dif fer ently.

The psy chi at ric rec ord is cre ated with the un der stand ing by
both par ties that its pur pose is strictly thera peu tic and not to
be used for le gal pur poses ex cept un der very lim ited and spe -
cific cir cum stances, even af ter the treat ment has been ter mi -
nated. It is widely be lieved that a sig nifi cant number of
pa tients would forgo ther apy were this not the case.

In formed Con sent and Ex cep tions to the Rule of
Pri vacy

The in for ma tion con tained in the psy chi at ric rec ord be longs
to the pa tient. With few ex cep tions, it can be re leased only
with his or her in formed con sent. When a pa tient con sents to
the dis clo sure of pri vate in for ma tion, he or she must be com -
pe tent to do so and the con sent must be given freely and with -
out co er cion (16).

The psy chia trist is re spon si ble for en sur ing that when con sent 
is given, the pa tient be af forded the op por tu nity to un der stand
to whom the in for ma tion is to be dis closed, the na ture of the
in for ma tion which is to be re leased, the pur poses for which it
is to be used, and the po ten tial con se quences of its re lease.

A per son’s right to pri vacy is not ab so lute. There are par ticu -
lar situa tions in which con fi den ti al ity may jus ti fia bly be
breached. These in clude situa tions in which the pa tient has a
spe cific in ca pac ity, the pa tient has be come a dan ger to him-
or her self or oth ers, the pub lic good is at stake, or a se ri ous in -
jus tice might oc cur were rele vant, sig nifi cant in for ma tion to
be with held (17).

In these situa tions, the CPA rec om mends that pre cau tions be
taken to en sure that the re lease of any in for ma tion with out the
ex press con sent of the pa tient is re quired by law and judged
by an im par tial author ity as be ing rele vant to the situa tion at
hand. The in for ma tion re leased should be lim ited in ex tent to
what is clearly re quired in the in ter est of jus tice or the com -
mon good.

Cer tain anony mous or im per sonal data may be used for edu -
ca tional pur poses, ef fi cient pro gram ad mini stra tion, or ethi -
cal re search. Nev er the less, ap pro pri ate safe guards should be
es tab lished to en sure that such in for ma tion be used only to
im prove the qual ity of or ac cess to health serv ices. When
iden ti fi able in for ma tion is be ing col lected or em ployed in this 
way, it should be with the in di vidu al’s con sent.
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Trans par ency and Ac cu racy

The psy chia trist–pa tient re la tion ship is based on pri vacy with 
re spect to the out side world, but on hon esty and open ness
within the thera peu tic set ting. For this rea son, not only must
the prin ci ple of con fi den ti al ity be strictly re spected, but also
any ex cep tions to the rule must be made known as trans par -
ently and ex plic itly as pos si ble. The re spon si bil ity for this lies 
with the pa tient as well as the phy si cian and ex tends to any one 
to whom pri vate in for ma tion ul ti mately is re vealed (18,19).

Psy chi at ric rec ords should in clude all in for ma tion nec es sary
for the pro vi sion of ap pro pri ate care to the pa tient. All rec ords 
must be ac cu rate and com plete; they must never be al tered,
but any er rors that are iden ti fied should be noted as such with -
out de lay.

Tech nol ogy

The use of com put er ized rec ords, of ten with mul ti ple ac cess
points and mul ti ple us ers, makes ob vi ous the need for en -
hanced se cu rity meas ures (20–22). Tech ni cal so lu tions do
not re lieve in di vid ual pro fes sion als from their re spon si bil ity
to their pa tients to pro tect their per sonal in for ma tion from un -
au thor ized or un nec es sary ac cess and to en sure the qual ity of
the in for ma tion that has been col lected and stored.

Shar ing the Re spon si bil ity

Psy chia trists con sti tute only a part of an in creas ingly com -
plex health care sys tem (23). We must be ready to work with
oth ers to en sure the high est qual ity treat ment for our pa tients
while at the same time pro tect ing their pri vacy. This will re -
quire co or di nat ing our ef forts not only with other health care
pro fes sion als but also with pro fes sion als in other fields: ju -
rists, in for ma tion sys tem spe cial ists, in sur ers, ad min is tra tors, 
and poli ti cians, to name just a few. The CPA ac cepts this

re spon si bil ity and looks for ward to col labo rat ing with all
those whose goal it is to im prove the health care of our fel low
citi zens.
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